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Introduction

Dorchester Primary is fully committed to compliance with the requirements of the Data Protection Act 1998 (“the Act”), which came into force on the 1st March 2000.  The school will therefore follow procedures that aim to ensure that all employees, consultants, partners or governors of the school who have access to any personal data held by or on behalf of the school, are fully aware of and abide by their duties and responsibilities under the Act.

Statement of policy

Dorchester Primary needs to keep certain information about its employees, pupils and their parents to allow it to carry out its functions as a school and to monitor performance, achievements and health and safety. In so doing, the School will comply with the terms of the Act to ensure that personal information is treated in a manner that is fair and lawful.
The Principles of Data Protection

The Act stipulates that anyone processing personal data must comply with Eight Principles of good practice.  These Principles are legally enforceable. 

The Principles require that personal information:

1.
Shall be processed fairly and lawfully and in particular, shall not be processed unless specific conditions are met;

2.
Shall be obtained only for one or more specified and lawful purposes and shall not be further processed in any manner incompatible with that purpose or those purposes;

3.
Shall be adequate, relevant and not excessive in relation to the purpose or purposes for which it is processed;

4.
Shall be accurate and where necessary, kept up to date;

5.
Shall not be kept for longer than is necessary for that purpose or those purposes;

6.
Shall be processed in accordance with the rights of data subjects under the Act;

7.
Shall be kept secure i.e. protected by an appropriate degree of security;

8.
Shall not be transferred to a country or territory outside the European            

           Economic Area, unless that country or territory ensures an adequate

           level of data protection.

The Act provides conditions for the processing of any personal data.  It also makes a distinction between personal data and “sensitive” personal data.

Personal data is defined as, data relating to a living individual who can be identified from:

· That data;

· That data and other information which is in the possession of, or is likely to come into the possession of the data controller and includes an expression of opinion about the individual and any indication of the intentions of the data controller, or any other person in respect of the individual. 

Sensitive personal data is defined as personal data consisting of information as to:

· Racial or ethnic origin;

· Political opinion;

· Religious or other beliefs;

· Trade union membership;

· Physical or mental health or condition;

· Sexual life;

· Criminal proceedings or convictions.

Handling of personal/sensitive information

Dorchester Primary will, through appropriate management and the

use of strict criteria and controls:-

· Observe fully conditions regarding the fair collection and use of personal information;

· Meet its legal obligations to specify the purpose for which information is used;

· Collect and process appropriate information and only to the extent that it is needed to fulfil operational needs or to comply with any legal requirements;

· Ensure the quality of information used;

· Apply strict checks to determine the length of time information is held;

· Take appropriate technical and organisational security measures to safeguard personal information;

· Ensure that personal information is not transferred abroad without suitable safeguards;

· Ensure that the rights of people about whom the information is held can be fully exercised under the Act.

These include:

· The right to be informed that processing is being undertaken;

· The right of access to one’s personal information within the statutory 40 days;

· The right to prevent processing in certain circumstances;

· The right to correct, rectify, block or erase information regarded as wrong information.

In addition, Dorchester Primary will ensure that:

· There is someone with specific responsibility for data protection in the organisation;

· Everyone managing and handling personal information understands that they are contractually responsible for following good data protection practice;

· Everyone managing and handling personal information is appropriately trained to do so;

· Everyone managing and handling personal information is appropriately supervised;

· Anyone wanting to make enquiries about handling personal information, whether a member of staff or a member of the public, knows what to do;

· Methods of handling personal information are regularly assessed and evaluated;

· Performance with handling personal information is regularly assessed and evaluated;

· Data sharing is carried out under a written agreement, setting out the scope and limits of the sharing. Any disclosure of personal data will be in compliance with approved procedures.

All managers and staff within the school will take steps to ensure that personal data is kept secure at all times against unauthorised or unlawful loss or disclosure and in particular will ensure that:

· Paper files and other records or documents containing personal/sensitive data are kept in a secure environment;

· Personal data held on computers and computer systems is protected by the use of secure passwords, which where possible have forced changes periodically;

· Individual passwords should be such that they are not easily compromised.

All contractors, consultants, partners or other servants or agents of the School must:

· Ensure that they and all of their staff who have access to personal data held or processed for or on behalf of the school, are aware of this policy and are fully trained in and are aware of their duties and responsibilities under the Act.  Any breach of any provision of the Act will be deemed as being a breach of any contract between the school and that individual, company, partner or firm;

· Allow data protection audits by the school of data held on its behalf (if requested);

· Indemnify the school against any prosecutions, claims, proceedings, actions or payments of compensation or damages, without limitation.

All contractors who are users of personal information supplied by the school will be required to confirm that they will abide by the requirements of the Act with regard to information supplied by the school.  

Implementation

The school has appointed a School Information Officer and is responsible for ensuring that the policy is implemented.  Implementation will be led and monitored by the Information Officer.  The School Information Officer will also have overall responsibility for:

· The provision of cascade data protection training, for staff within the school.

· For the development of best practice 

· For carrying out compliance checks to ensure adherence, throughout the school, with the Data Protection Act.

Data Gathering
· All personal information relating to staff, pupils or other people with

whom the School has contact, whether held on computer or in paper

files, are covered by the Act.

· Only relevant personal information may be collected and the person

from whom it is collected should be informed of the intended use of the

data and of any possible disclosures of that information which may be

made. Wherever possible, the School will try and get consent from the

relevant data subject (or his/her parent or legal guardian) to hold and

use that information.

· Where the School collects information which is of a more sensitive

nature (for example details of any medical conditions which pupils have

and which the School needs to know about), the School will obtain the

explicit consent from the parents and/or pupils in respect of its holding

of that information.

Data Checking

The School will issue regular reminders to staff and parents to ensure

that the personal information which it holds is up to date and accurate.

Responsibility of Parents

· Pupils and their parents should ensure that all personal information provided to the School is accurate and up to date. They should ensure that changes of address, etc, are notified to the School. The School cannot be held responsible for any errors unless the parent has informed the School of such changes.

· Subject to the above, any errors discovered will be rectified and, if the

incorrect information has been disclosed to a third party, any recipients

informed of the corrected data.

Data Storage
The School shall ensure that: any personal information held in respect of pupils is kept securely.
The personal information is not disclosed either orally or in writing or

electronically or by any other means accidentally or otherwise to any

unauthorised third party (but see 'Disclosing Information to Third

Parties', below).

Personal information shall:

· in respect of manual data, be stored by the School in a secure and safe

manner. It shall be kept in a locked filing cabinet, drawer or safe where

it is inaccessible to anyone who does not have a legitimate reason to

view or process that information.

· in relation to electronically stored information, be coded, encrypted or

password protected both on a local hard drive and on a network drive

that is regularly backed up.

· computer work stations in administrative areas are be positioned so

that they are not visible to casual observers waiting either in the office

or the reception hatch.

Your right of access to personal information held about you/your child

All people for whom the School holds personal information on are entitled to: -

· know what information the School holds and processes about them

and why.

· know how to gain access to it.

· know how to keep it up to date if the School's information is or

    becomes out of date

· know what the School is doing to comply with its obligations under the

    Act.

· a right under the Act to access certain personal data being kept about

them either. If the School sees a written request from a data subject (a

child or his/her parents / legal guardians) to see any or all personal

information that the school holds about them, the school will respond

within 40 days, as required by the Act. The charge for this is

£10. 
· Please note that the charges and timings of disclosures to

pupils/parents of educational records are different (see below).

The act gives all school students, regardless of age, the right of

access to their school pupil records. Request to see or receive copies

of records should be made in writing to the Head Teacher.

· In addition to the right to be given a copy of the educational record,

students are entitled to be given a description of the personal

information which makes up the record, together with details of the

purposes for which the information is processed, the sources of the

information (if known) and the individuals or organisations to which the

information may have been disclosed.

· A period of up to 20 school days is allowed in which to respond to a

subject access request. (The equivalent period for other types of

record is up to 40 days). If asked to provide a hard copy of the record,

a fee may be charged according to the number of pages. (10p per sheet). Students may be asked for information to verify their identity if it is necessary, for instance in the case of former pupils who may not be currently known to the school. They may also be asked for information necessary to locate the data held about them.

For instance, a student may be asked to supply the dates between

which he or she attended the school.

· Only in exceptional cases will the school be able to withhold some of

the information which is requested by a pupil. For example,

information does not have to be disclosed by the school where that

information might cause harm to the physical or mental health of the

pupil or a third party. Also, information which may identify third parties

(for example other pupils, although not teachers), and information

which forms part of some court reports are exempt from disclosure by

the school. Information may also be withheld if in that particular case it

would hinder the prevention and detection of crime or the prosecution

or apprehension of offenders to provide it.

· If pupils are incapable of understanding or exercising their own rights

under the Act, (for instance because they are too young) parents can,

of course, make subject access requests on their behalf.

· Parents have an independent right of access to pupil records (under

the Education Pupil Information (England) Regulations 2000).

Because of this, the pupils themselves have no right to prevent their

parents from obtaining a copy of their school record.

Subject Access Fees – access by pupils and/or parents

There will be an administration fee of £10 for each request.
Photocopying will be charged at a cost of 10p a sheet. Postal charges will be an additional cost. 
If the request involves a significant amount of staff time which exceeds 18 hours the request could be refused.
The fee must be paid before the information is processed and released. The 20 working day time limit for responses is suspended until receipt of the payment. Cheques should be made payable to Dorchester Primary School and sent to the school address.

Disclosing information to third parties
· Personal information will only be disclosed to organisations or

individuals for whom consent has been given to receive the data, or to

organisations that have a legal right to receive (or to whom the school

has a legal right to disclose) the data without consent being given.

· Personal information will not be used in newsletters, websites or other

media without the consent of the data subject.

· Routine consent issues will be incorporated into the school's pupil and

staff data gathering sheets to avoid the need for frequent similar

requests for consent being made by the school. This will include

information considered sensitive under the Act relating to particular

health needs, such as allergies or medical conditions. The school will

only use this information in the protection of the health and safety of

the individual, but will need consent to process this data in the event of

a medical emergency.

· Therefore, the pupil and staff information gathering sheets that all staff

and pupils are required to complete, will include a section requiring

consent to process the applicant's personal data. A refusal to sign

such a form will prevent the application from being processed.

Notification to the Information Commissioner

The Information Commissioner maintains a public register of data controllers.   Dorchester Primary is registered as such.

The Data Protection Act 1998 requires every data controller who is processing personal data, to notify and renew their notification, on an annual basis.  Failure to do so is a criminal offence.

To this end the designated officer will be responsible for notifying and updating the Information Officer of the processing of personal data, within their school.

The Information Officer will review the Data Protection Register with designated officer annually, prior to notification to the Information Commissioner.

Any changes to the register must be notified to the Information Commissioner, within 28 days.

In addition to the rights contained in this policy you have

a right to discuss and/or complain to the Office of the Information

Commissioner (www.informationcommissioner.gov.uk/ ) whose address is:

Information Commissioner's Office

Wycliffe House,

Water Lane,

Wilmslow,

Cheshire

SK9 5AF

Tel: 01625 545700
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